PRIVACY NOTICE- Service Users

We want everyone who supports us, or who comes to us for support, to feel confident and
comfortable with how any personal information you share with us will be looked after or
used. This privacy notice sets out how we collect, use and store your personal information
(this means any information that identifies or could identify you).

The AWARE privacy notice may change so please check back from time to time. This
policy was last updated in November 2022.

AWARE is the Depression Charity for Northern Ireland and the only charity working
exclusively for people with depression, anxiety and bipolar disorder.

We are a charitable organisation (NIC100561) and a company limited by guarantee
(NI1030447).
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1. Introduction

AWARE is a “data controller”. This means that we are required under data protection
legislation to notify you of how we will process your personal data both whilst you are making
use of our services and for a defined period afterwards. This notice will explain how we collect
your personal data, its use, storage, transfer and security. We will also explain what rights you
have in relation to how we process your personal data. It is important that you read this notice,
together with any other privacy notice we may provide from time to time so that you are aware
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of how and why we are processing your personal data. We may update this notice at any time.
2. Data Controller obligations
We are required by law to ensure that when processing any of your personal data that it is:

o Used lawfully, fairly and in a transparent way.

e Collected only for valid purposes that we have clearly explained to you and not used in
any way that is incompatible with those purposes.

¢ Relevant to the purposes we have told you about and limited only to those purposes.
Accurate and kept up to date.

o Kept in a form which permits you to be identified for only as long as necessary for the
purposes we have told you about.

o Kept securely.

3. Information we may collect about you can include

* Your name, salutation, addresses, contact numbers, and personal email addresses.
+ Date of birth.

+ Gender.

* Next of kin and emergency contact information.

* Organisation you work or volunteer for.

» Details of programmes you are using.

* Payment information where appropriate.

+ Evaluation feedback.

* Information you provide in communication with us.

* Your images.

* Your physical and mental health status.

» Details of your doctors, medical and occupational health professionals.

You will have given us this information whilst registeringforanevent, participatinginone ofour
programmes orany ofthe otherwaysto interact with us.

We may also collect, store and use the following “special categories” of more sensitive
personal information (where applicable):

In the course of our work we may receive information, particularly through our funded projects
about personal experiences of those who have benefited from our work. We will have
agreements in place or receive explicit consent to further use this information.

If you provide us with any sensitive personal information by telephone, email or by other
means we will treat that information with special care and confidentiality and always in
accordance with this privacy policy.

(Data Protection Law recognises that some categories of personal information are more
sensitive. Sensitive Personal Information can include information about a person’s health,
race, ethnic origin, political opinions, health, criminal convictions, sexual orientation or
religious beliefs.

Ifyou contactus you maychooseto provide details of a sensitive nature.

We will only use this information:
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e For the purposes of dealing with your enquiry, training, and quality monitoring
or evaluating the services we provide.

¢ We will not pass on your details to anyone else without your express permission except
in exceptional circumstances. Examples of this might include anyone reporting serious
self-harm or posing a threat to others or children contacting us and sharing serious
issues such as physical abuse or exploitation.

e Where you have given us your express consent or otherwise clearly indicated to us
that you are happy for us to share your story, then we may publish it on our blog or in
other media.

4. Collection of Data

Everything we do is in pursuit of our purpose of improving mental health amongst those
affected by depression, anxiety and bipolar disorder and related mental illnesses, as well as
for their carers.

We want to ensure that you receive communications that are most relevant to you, be it
through visiting our website or receiving emails, post or phone calls. We want to ensure that
you receive the best service when you book an event, participate in our programmes or
support us through volunteering and fundraising.

We collect your personal data by a variety of means. Typically this is collected from the
registration, sign in or evaluation forms which you complete.

We collect information from you in the following ways:

When you interact with us directly: This could be if you ask us about our activities, register
or attend training or an event, ask a question about our services, participate in one of our
projects/programmes, apply for a job or volunteering opportunity or otherwise provide us with
your personal information. This includes when you phone us, visit our website, or get in touch
through the post, or in person.

When you visit our website: We don’t analyse personal data when you visit our website
but if you make an enquiry via our contact pages, or you apply for any of our programmes or
register for an event, you will be providing contact information so we can deal with your
enquiry. This will only be shared with those who can help in response to that query or
comment. If we wish to use your details for other purposes we will seek your consent.

When you participate in our fundraising or an event we host: we may use video footage
or photographs (which may contain your images) taken during your participation to any such
event to publicise AWARE generally, including television, website, DVD/video broadcasts
and post on social medias.

Whilst you are engaged with us we may need to collect additional personal information from
you not identified on the above list but before doing so we will provide you with a written notice
setting out details of the purpose and the lawful basis of why we are collecting that data, its
use, storage and your rights.

5. Usage of your personal data

As a data controller, we will use the personal information that is supplied to us by you or a
third party on your behalf for the following purposes:
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e To carry out our visions, missions and objectives.

To provide the services or goods that you have requested.

To update you with important administrative messages about an event or services
or goods you have requested.

To comply with the grant terms of our funders.

To keep a record of your relationship with us.

Where you volunteer with us, to administer the volunteering arrangement.

To monitor participants on our programmes/ services

To report anonymously to our funders and stakeholders

To provide you with additional information on our organisation and services where you
have given us permission to retain your information to do this

For the most part we will use your personal data for one of the following lawful bases:

a) Where we need to perform the contract we have entered into with you.

b) Where we need to comply with a legal obligation or a regulatory requirement.

c) Where it is necessary for our legitimate interests (or those of a third party) and your
interests and fundamental rights do not override those interests.

There are other rare occasions where we may use your personal data, which are:

d) Where we need to protect your interests (or someone else’s interests).
e) Where itis needed in the public interest or for official purposes.

However, there are other lawful reasons that allow us to process your personal information
and one of those is called 'legitimate interests'. This means that the reason that we are
processing information is because there is a legitimate interest for us to process your
information to help us to achieve our vision.

Whenever we process your Personal Information under the ‘legitimate interest' lawful basis
we make sure that we take into account your rights and interests and will not processyour
personal information if we feel that there is an imbalance.

Some examples of where we have a legitimate interest to process your Personal information
are where we contact you about our work via post, use your personal information for data
analytics, conducting research to better understand who we help, improving our services, for
our legal purposes (for example, dealing with complaints and claims), or for complying with
guidance from the Charity Commission NI.

6. Failure to provide information

We will only ask you to provide information which we believe is necessary. If you fail to provide
certain information when requested we may not be able to meet our contractual obligations to
you or we may not be able to fulfil our legal obligations.

7. New purpose for using personal data?

We will only use your personal data for the stated purposes, unless we consider that there is
a need to use it for another reason and that reason is compatible with the original purpose.
However, if we consider that it is necessary and reasonable to use your personal data for an
unrelated purpose, we will notify you and explain the legal basis which allows us to do so.

There may be circumstances where we have to process your personal data without your
knowledge or consent, where this is required by law and in compliance
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with the above rules.
8. Automated decision making

It is our intention that you will not be subject to automated decision making which will have a
significant impact on you, unless we have a lawful reason for doing so and we have notified
you.

9. 3" Party Sharing

Your information may have been gathered through a 3 party eg completing your course
registration through an online form on our website (managed by a 3™ party).

Our work for you may require us to give information to third parties such as:
medical professionals who we refer you to;

- external auditors, e.g. in relation to any professional accreditation and the audit of our
accounts;

-~ our banks; or

- external service suppliers, representatives and agents that we use to make our business
more efficient, e.g. document management and storage supplier, IT services providers,
telephony and telecommunications services providers.

We may also distribute images, photographs or video footage of an event we host (which may
include your images) to those providing media coverage of the event or on social media
platforms. We have a legitimate interest in processing your personal data for such purposes,
for example, to furtherance our visions, missions and objectives. This means we do not usually
need your consent for such use. However, where consent is needed, we will ask for this
consent separately and clearly.

We may disclose and exchange information with law enforcement agencies and regulatory
bodies to comply with our legal and regulatory obligations.

10. Third party service providers and data security

Third party service providers are only permitted to process your personal data in accordance
with our specified instructions. They are also required to take appropriate measures to protect
your privacy and personal information. We do not allow your information to be used by the
third parties for its own purposes and business activities.

When we add personal details to our information systems, or you complete online bookings
it is retained on eTapestry software through our provider Blackbaud. They do not have
access to the personal records.

We take looking after your information very seriously. We've implemented appropriate
physical, technical and organisational measures to protect the personal information we
have under our control, both on and off-line, from improper access, use, alteration,
destruction and loss.

Unfortunately the transmission of information using the internet is not completely secure.
Although we do our best to protect your personal information sent to us this way, we cannot
guarantee the security of data transmitted to our site.

Our websites may contain links to other sites. While we try to link only to sites that share our
high standards and respect for privacy, we are not responsible for the content or the privacy
practices employed by other sites. Please be aware that advertisers or

Updated November 2022

OVERCOMING DEPRESSION.
CHANGING LIVES.



PRIVACY NOTICE- Service Users

Web sites that have links on our site may collect personally identifiable information about
you. This privacy statement does not cover the information practices of those websites or
advertisers.

11. International transfer outside of the European Economic Area (EEA)

We may transfer personal information outside the EU. If we do, you can expect the information
to be held and used in a way that is consistent with and which respects the EU and UK Laws
on Data Protection

12. Data Retention

We will retain your personal data for as long as necessary to fulfil the purposes we collected
it for. Our retention policy details the periods of retention for the different types of personal
data. We are only allowed to keep your information if we need it for one of the reasons we
describe above.

13. Data Security

We have put in place appropriate security measures to prevent your personal data from being
accidentally lost, used or accessed in an unauthorised way, altered or disclosed. In addition,
we limit access to your personal data to those employees, agents, contractors and other third
parties who have a business need to know. They will only process your personal data on our
instructions and they are subject to a duty of confidentiality. We have put in place procedures
to deal with any suspected personal data breach and will notify you and any applicable
regulator of a breach where we are legally required to do so.

14. Your Rights

As a data subject you have the following rights:

1. The right to be informed

2. The right of access to make a subject access request — you can request a copy of the
personal data we hold about you

3. The right to rectification — you can ask that we correct any personal data found
inaccurate or out of date.

4. The right to erasure — you can ask that your personal data is erased

5. The right to restrict processing — tell us to stop using information about you to sell
products or services

6. The right to data portability - provide you or someone else (on your request) in a

structured, commonly used and machine-readable format with the information you have
provided to us about yourself.

7. The right to object - you can tell us you longer would like us to process your data and
to stop processing.
8. Rights in relation to automated decision making and profiling — request that we do not

make decisions about you that allows computers to make decisions about you based solely
on automated processing.

If you would like to exercise any of those rights, please:

. complete a data subject request form—available on request; or
. email, call or write to us; and
. let us have enough information to identify you (e.g. your full name, address, name of

specific programmes you participated);
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. let us have proof of your identity and address (a copy of your driving licence or passport
and a recent utility or credit card bill); and

. let us know what right you want to exercise and the information to which your request
relates.

You have the right to complain about how we treat your Personal Data and Special Personal
Data to the Information Commissioner's Office (ICO) as further detailed below.

15. Your duty to inform us of any changes

In order that we can ensure that the personal data we hold in relation to you is accurate, it is
important that you keep us informed of any changes to that data.

16. Important information about this privacy notice

We reserve the right to amend or update this privacy notice at any time. We will provide you
with a new notice when we make any updates.

17. How to make a complaint

To exercise all relevant rights, queries or complaints please in the first instance contact our
Data Protection representative.

If this does not resolve your complaint to your satisfaction, you have the right to lodge a
complaint with the Information Commissioners Office on 03031231113 /028 9027 8757 or via
emails: ni@ico.org.uk. or https://ico.org.uk/global/contact-us/email/ or at the Information
Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF, England.
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